
Cyber Security
Policies and Threat Modeling in OT 
security
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Motion Business Unit

Danfoss Drives - Italy, Merano

employees incl. S/C

~90

years experience in Drives

40+

R&D + Production Floor

7.000 m²

drives produced per year

70.000+
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Our Team

Core Competences

• Automation systems and RT field-busses

• Motor know-how and control – high 

dynamic

• Drive-Motor-Gear - Integrated solutions

• Machine integration  

• High IP products

• Advanced Functional Safety

• Solution oriented mindset 

8 nationalities

17% women

16 universities
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Seamless Integration into Automation Environments
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Product Concept – Exploded View 

Tech Label:

• Typecode + Part No.

• Main ratings

• S/N, MAC address

Gore Vent:

• Equalize pressure 

differentials

• Reducing stress on 

sealings

Status LEDs:

• Device

• Safety Voltage

• Network

Fieldbus Port:

• X1

• X2

• X3 (optional)

Tracing Label:

• QR code with 

S/N and Part No.

• Marks or

     certifications

Sealing System:

• 2K injection mold 

• (plastic + gasket)

• Thermal isolation 

between alu. parts

Flange and Shaft:

• Shaft sealing

• Keyed or smooth 

shaft

RAL7035

Surface Treatment:

• Type 

         - electronics powder coated 

         - motor liquid painted (2 layer)

• Tested against various chemical agents

Motor Adapter:

• Injection mold, thermal isolation 

between motor and electronics 

• Standard motor with minor 

modifications

Motor Options:

• Mechanical brake

• Different encoder 

types
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Application
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IT is the technology backbone of any organization
Monitoring, Managing and Securing Core Functions such as Email, Finance, HR

Devices are usually:

• Off-the-shelf

• Replaceable

• Lifespan 3-5 years

OT is for connecting, monitoring, managing, and securing an organization's 

industrial operations
Activities such as manufacturing, mining, oil and gas, utilities, and transportation, …

Devices are usually:

• Purpose-built

• Specialized

• Lifespan: Many years to decades

Cyber Security in the Context of Operational 
Technology (OT)
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• OT device manufacturer have not considered cyber 

security protections (if not requested by application)

• OT system are relying on the assumption that IT and 

physical access protects the system

• Attacks from the last decade:

• 2010: Stuxnet

• 2011: Duqu

• 2013: Havex

• 2015: BlackEnergy

• 2017: TRITON

History of Cyber Security in OT
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• Regularity Framework to enhance cybersecurity standards of products with digital components.

• It requires manufacturers and retailers to ensure cybersecurity throughout the lifecycle of their products.

• Applies to both hardware (e.g., smart devices) and software (e.g., apps, IoT systems, etc)

Why CRA?

1. Low cybersecurity in digital products: widespread vulnerabilities and inconsistent security updates.

2. Poor user awareness: lack of information to choose and use products securely.

Simple core idea

Make digital products secure by design throughout their lifecycle

Introduces a new challenge

Adds legal complexity

The Cyber Resilience Act (EU) 2024/2847
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The standard for CRA: IEC 62443
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What are the Products in Scope?

Has digital elements

Cannot be connected 

directly or indirectly

Made available on the 

market

Has digital elements

Can be connected directly 

or indirectly to other 

devices

Made available on the 

market

Has digital elements

Can be connected directly 

or indirectly

Made available on the 

market
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What are the Products in Scope?

Has digital elements

Can be connected directly 

or indirectly

Not made available on the 

market

Has digital elements

Can be connected directly 

to other devices

Made available on the 

market

Has digital elements

Can be connected directly 

or indirectly

Made available on the 

market
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Open-Source Software is out of scope of the CRA if they are used in Open-Source projects!

If Opens-Source Software is in scope of the CRA if they are used in commercial products!

-> The company selling the final product is the one with the obligations

What about Open-Source Software?
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The Non-Technical Part of Cyber Security
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What is it?

• Structured process for identifying, analyzing and mitigating potential threats and vulnerabilities

• Proactive approach

When to do it?

• Early in the concept phase

• A new feature is introduced

• Security incident occurs

• Architectural or infrastructural changes

The four questions of threat modeling

• What are we working on?

• What can go wrong?

• What are we going to do about it?

• Did we do a good job?

Threat Modeling
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Threat Modeling: Example
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Threat Modeling: Example



Interested?
Internship opportunities: Talk to us or send 
your CV to jobs.merano.rd@danfoss.com
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Seminar 3
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Seminar 3
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