
Killing with 
Keyboards
How Your Digital Footprint Can Be Weaponized



Who am I?

● Performed security audits of numerous 
projects, finding vulnerabilities before 
they get exploited.

● Expert in dissecting issues in applications 
and decentralized systems.

● Author of various live hack analyses and 
security breakdowns.

● Mentor for founders, helping them bridge 
the gap between tech and security.

● Active open-source contributor focused 
on privacy and security tools.

● Really likes trains, bikes, and hikes.

Noah Jelich
Security Researcher • Software Architect



● Husband to Katya and father of two 
young children,  Anastasiia and Andriy. 
Volunteers at a free bike repair shop.

● He is a talented hardware engineer at 
Kovcheh Systems, a secure hardware 
devices company.

Meet Sashko…

In 2027, something horrible 
will happen… …because of a decision he 

made tonight.



…he opens a particular Telegram channel and talks about 
what’s new.

He’s been to enough security briefings to know how careful 
he needs to be.

He avoids using his real name online and keeps his posts to a 
minimum, always anonymous:

From time to time…

“DeadPirateRoberts”



Day after day…
Night after night…



● She is 16, and for the last two years her 
government has been teaching her English.

● She did well, so recently they started to teach her 
to use a computer and to search the Internet.

Meet Kim…

Kim’s favourite English word 
is google.

● Just like every day, Kim is using google today.  Searching for words and phrases 
from a list her government gave her.

● Kim knows if she works hard for five years and creates lots of files for her 
government, they will move her family to a nicer apartment and maybe even 
send her to more school.



STM32-3301

Today, Kim found Sashko…



The next morning at the 
office…



“Totally not DPRK” Kvass



Kim’s progress was slow, but steady

“Generic chips (STM32 & 
friends) offer no 
guarantees at all”

“The Hardware Hacking 
Handbook” - book 
suggestion

“firmware exploits” and 
“secure chips”





Sashko Kozak
+380 555 7523 (phone?)
s.kozak@kovcheh.com (employer?)

Katya Shevchenko
+380 555 1351 (phone?)

Andriy Kozak, 15 (son?)
@andrichok (instagram?)

Each petal helps 
you identify the 
flower it came 
from…

mailto:s.kozak@kovcheh.com


Each one producing more new information…



Even things Sashko never shared in public.



It was a great 
day for Kim and 

her family.
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Sashko Kozak, born 1987
Married , two children (see family attachment)
Mykhaillivs square 73, Kyiv, Ukraine, Phone: +380 555 7523
Employed, hardware security, Kovcheh system

Sports teams: FC Dynamo Kyiv; Drinks Alcohol; Likes cycling; 
Volunteers at a bike-repair shop;
Home Mortgage: 210000€; National Bank of Ukraine;
Vehicles: 2015 Volvo Wagon V60







A familiar face…. 
Relatable, friendly, with 

so much in common. 
Talkative.



“Let’s grab some food, 
there is a great 

restaurant down the 
street. My company 

gave me a food budget 
- why not spend it?”











So what can you do?



Who are you protecting?



Depends who is chasing.
● Low-tier: Nosy friends, exes, random trolls, dumbass 

script kiddies.
● Mid-tier: Competitors, cybercriminals, doxxers, stalkers.
● High-tier: Law enforcement, intelligence agencies, 

corporate espionage, nation-state actors.



What happens if they win?



So…
How 2 hax0r?



Noah Jelich
Security Researcher | Fullstack Developer 
Rust | TypeScript | React | Node | Solidity

Got any questions? Let’s talk!

Telegram: @njelich LinkedIn: Noah Jelich


