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Privacy / sovereignty in our community
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Who can we trust?

States? « Democracy »?

* 40

China market (BRMB) biometric tech. 16-22
© Statista 2025
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INTELLIGENCE ARTIFICIELLE: LA

FRANCE OUVRE LA VOIE A LA
SURVEILLANCE DE MASSE EN EUROPE

Reconnaissance faciale en temps réel, interprétation des émotions, catégorisation
des pensé ligi et politiques... La France a activement milité
pour que ces pratiques soient permises par «'Al Act», le réglement européen sur
Pintelligence artificielle, révélent Disclose et Investigate Europe, documents

confidentiels a l'appui.

How to stop Google from listening to your every word

O
Kim Komando | Special to USA TODAY

Some of us are more paranoid than others about what our phones are

listening to and what they do with that information.

M a r k e t ? We're giving away a $799 iPhone 15. Enter to win now!

Advertisers and data brokers know so much about you ... They don't
need to listen to discover your secrets. Still, you better believe it's

happening.

What's a Community Mobility Report?

Each Community Mobility Report is broken down by location and displays the change in visits to places like
grocery stores and parks. Learn more about the data.

Google
) Retail & recreation
Louisiana Mar 20, +B0%

Mobility changes 4 —45%

comparedto bassine
Grocery & pharmacy

-16%

compared to baseline
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Smart devices are watching you

analyze

click

swipe
video view
registration
app install

like

post monitor

call center call

TRACKING, PROFILING predict
AND AFFECTING PEOPLE
IN REAL'TIME Data and analytics companias,

colle ifarmation from
L PpRs. wearables
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Profile data about people stributed

amang different comp.
linked and combined in r

ies, but gets
ime.

which content is shown }

which ads are displayed

which products are listed }

which prices are offered

which options and choices
are available

which payment or shipping
methods are offered

how someone is being
treated as a customer
how a company tries to ““-u\
shape someone's behavior /

how personal biases and
weaknesses are mloﬂnd E-' .
whether someone is ‘

b|

excluded or singled out k

. whether someone (s
relerted by banks. insurers,
employers, landlords?




Then brokers aggregate everything...

DATA BROKERS HAVE EXTENSIVE PROFILE INFORMATION ON ENTIRE POPULATIONS

Examples of data on consumers provided by Acxiom and Oracle

The actual number Socioeconomic status "
“ of purchases made o
45+ f histari with a Visa credit Ecanomic stability \
5 years of historical card inthe last 24
data on name changoes maonths One of nearty 200 “ethnic codes”

and residential history
Assimilation score

e Catholic
Gerulor Religion - Jewish
Education Muslim
Employment
- Arthritis
(5 Political views Health Cardiac health
Relationship status interests Diabstic
Disabled
Mumber of children ACXIOM
PROFILE Alcohol & tobaces intarests

Purchases
b Casino gaming & lottery interests

Activities

e
Media usage 4 is 8 heavy Facebook user

likelihood : P
that 45 a social influencer
Loans
£ 4 iz socially influenced
R someone:
7
Het worth ] 4 has no formal banking
Vehicles owned relationships
Froperties owned 4 has no major
madical insurance
Details about banking likelihood someone in a ct & .
Qﬁnd insurance policies person’s household is: Details about somesne’s home,

@\ inchuding the number of bedrooms

Range of new

i multi-famil
cradit granted planning to planning to filimg taxes Type of home i v
have a baby  adoptachild i April mabile home
h 3 ¥ ¥ prison
daEEEEETT T

Acxiom provides of up 3,000 attributes and scores
on 700 million people in the US, Europe, and other regions.

© Cracked Labs CC BY-SA 4.0

Nabisco Triscuit crackers

rchused Starbucks coffee
P Bayer pain relief products student loans
Frozen athnic foods morlgages
refinancing
Mg gay & lesbian movies
Gender interested in air farce
Education army
Oezupation navy
marines
Number and age
of ::hlld:zn lottery & sweapstakes
Incame e
Debt interested in ecology
Metworth ORACLE political issues healthcars
PRU’F“—E such as harmeland security
Hobbies immigration
Interests baieh
Purchases

schools and financial aid
Credit cand holders ¥ ng ial @i

by brand and type flights. hotels, car rentals

allergy refievers
stomach issues
neanng assistance
n- New rovers searched for heart failure
medical facilities

Expecting parents
New parents

Buying power military base names

abortion, legalizing drugs
‘.. or gay marriage
A

protests strikes, boycotts

i A
Vary Low Moderate Very high
yhia or riots

Oracle sorts people into thousands of categories

and provides > 30,000 attributes on 2 billion consumer profiles

@)

SA



Including the past decades (!)

DATA COLLECTION | SINCE DECADES |
ON CONSUMERS =

| RECENT YEARS

Publicly available
AGGREGATED, | = data on the web

ANONYMIZED
“BIG DATA"

court records, vehicle CENSUS DAT,
records, voter recards - MARKET
RESEARCH

Name and address \ . x r
changes, marriages, N 5 / Website visits,

5 ’ searches and
METADATA other behaviors
DATA ABOUT i ABOUT WEB- {

NEIGBORHOODS - Beh: SITES, APPS,

Lists from sun'e',lsl, A _‘ & BUILDINGS CONTENT,
warranty registrations, -
and sweepstakes

-

Social media,
BROWSER Device IDs platforms and

N - VL'NK'NG HOUSEHOLD- ORDEVICE useraccounts

; . LEVEL DATA 3 SPECIFIC
.ﬁm..mm | _ L'NKl'gG e

Accounts
Smartphone

U / 3
Pr.suzl bookers & Phone ZlP

E
i ‘ Cookie IDs

".\L‘" - X and app usage

Purchases
from retailers, 2
pharmacies, 3

loyalty programs, o \ 3 Loyalty N Insurer s ial / B
elubs ’ i programm ocCla =3 Oniine

network et Purchases

INDIVIDUAL-
LEVEL DATA

INDIVIDUAL-
LEVEL DATA

UNIQUE Smart TVs, activity trackers,

IDENTIFIERS

UNIQUE

IDENTIFIERS Profile data is stored by many
companies from retailers to data

ters to online platforms.

Suggested reading: « Corporate surveillance in everyday life »
SFSCON Cracked Labs (Vienna, 2017) - https://crackedlabs.org/en/corporate-surveillance



Why does Al make things worse?

* More temptation to provide data
- Generate abstracts from complex documents, translate or

sub-title meetings, generate code for you, etc. (S0 you
provide confidential and strategic content)
- More dependency on oligopoly players

- Bet on the infrastructure race!

- Climate change, etc.

SFSCON




No more professional

meetings / confidential
docs on untrusted

clouds !

So, what can | do?

« Degooglize » your usages (and this includes GAFAM / BATX at large)

- Open Street Map + apps, Fediverse (Mastodon, Pixelfed, PeerTube, etc.), alternate collaboration tools
(NextCloud/Collabora, CryptPad, HedgeDoc, etc.) and video-conferencing (BBB, Jitsi), local (small or
medium) email providers, own blogging/publication/hosting chain (WordPress or alternatives), Linux, etc.

e Host your own LLM (or rent it at a local cloud operator)

- Also think of not using Al whenever possible! P B Siglrllzlueg)i;glé):;ng
+ Go private T EEEEL.

- Signal / Element (Matrix), Tor, Degooglized phones, etc. | ey
* Prefer open source / open data ggglcga\ﬁ?arrgg}aféz Signa user //

- Auditable, no lock-in, (often) self-deployable

v

Interoperability / decentralization is key
— No central storage: split data everywhere! MLAT order from Luxembourg for

Signal user data
02 Nov 2021

Be part of the play! R g
- fund/donate, use, report bugs, contribute, advocate, etc. y

o

Grand jury subpoena for Signal
user data, Central District of

SFSCON California (again!) @



FOSS, a 2-sided coin

* Android is open source, OpenHarmony as well
- Required for trust (by people and regulators)

» But for sovereignty as well (unlock blockade, etc.)

- DpEn'SourceTallowsS aliernatives (and civil rights/privacy)

- Android forks (LineageOS, /e/, etc.) G
- Linux-based (Ubuntu Touch)
- Commons based on public goods, decentralized infrastructure

SFSCON ©



Samples from the /e/ ecosystem

trackers e And a « fake » Google Play (sic)
blocked this ’ (+ AppStore also includes F-Droid)

Voir les statistiques > M ap S WI th 0] Ut « M ap S» Alternative'ro NEW APP RELEASES | BROWSE ALL APPS | TECH NEWS
BLOQUEES DEPUIS (OSM |nStead) >~ 05 s

Home S & Utilities vicroG = About
1465 11
XF . e P -
wf G T e NG |
€ Gérer les pisteurs Vos paramétres de confidentialité x :esz:i'lsn'gm delLyon Démo m |Cr0G @ 54 likes ﬁ:’

Jour

PISTEURS D'APPLICATIONS microG GmsCore is a free software reimplementation of Google Play Services.

Q It allows applications calling proprietary Google APIs to run on AOSP-based
Fuites sur les 30 derniers jours e ‘ ) PP g prop y g
ROMs like .
POSITION
a7
Il - _I-;- - LICENSE MODEL PLATFORMS
06/04 12/04 18/04 VRAIE ADRESSE IP
- Free « Open Source Android

+ signature spoofing
(supported by /e/ and
others including
LineageOS)

42 pisteurs détectés

GERER LES AUTORISATIONS DES APPLIS

Activité des pisteurs Mur de la honte

Google Firebase Analytics

braze.eu

’ Did you agree
on these

trackers?

Not me!

SFSCON . @XOO)

BY SA
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Nurturing the ecosystem for good?

e The answer to and

technology lies in

(NLnet / NGIO Commons Fund) @
@onlnet

oooooooooo

* A European answer: cascade funding
- Make funding application as easy as filling a form

- Focus on FOSS, digital commons, privacy, etc.
- Small grants (1 to 3 person/year)

— Give control to non-profit foundations and/or academics

and

SFSCON ©



Most efficient Horizon funding ever?
N G ' Next Generation '
Internet

- Average ~ 80 kKEUR
- Unprecedented outcomes

e Cascade funding of FOSS community
— Focus on sovereignty, civil rights, privacy, etc.

SFSCON




Building a new story?

e Alternative to the « Unicorn »!

— Other success stories people can identify themselves to
(like Open Street Map or Mastodon)

» Towards a global « social economy »

— No more walls btw business, so-called « social
economy », academics, public sector and civil society

- Stories'shaperreality (not the other way round)

SFSCON ©



Thanks for your attention!

* Now you can apply to
NG| Zero Commons Fund

* Meet OW2 at OW2con'26
Paris, June 9/10 — ow2con.org

- or at AlpOSS(.fr) Feb. 17 (French speaking)
SFSCON

OowWe

hitps:/inlnet nlicommonsfund/

Funding your project with NGl Zero Commons
Fund

All you may wish to know about NGI, its funding opportunities and
community.

Where: Crane Hall

©.09
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